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Mullion School Computer Network Fair Use Policy for Staff

Everything that any member of staff or pupil does on the Network is monitored by our SECURUS program.  We believe that this is part of our responsibility under the ‘Every Child Matters’ agenda, to keep everyone safe.

Staff agree to use the School’s Network facilities responsibly, and agree to follow these rules and use their common sense.

Staff should be aware of Network security at all times, ensuring that they use a password that is not easy to ‘crack’ which they keep secret!
It is unacceptable to use the School’s Network to gain unauthorized access to computers, networks or network resources, or other user accounts unless shortcuts and access to other user accounts have been expressly provided by the Network Staff.

It is unacceptable to use the School’s Network to disrupt or interfere with computers or networks accessible to the Internet. This includes the propagation of viruses or any other act intended to disrupt the service of this or other networks. 
It is unacceptable for users to damage or attempt to damage computer equipment or software.

Without first discussing proposed changes with Network Staff it is unacceptable for users to use personal software on School computers; attempt to install software; alter, delete or add to computer files/setting/configurations in any way; store files on School hard-drives other than the user’s allocated home drive or common drives, or move computer equipment.
The School’s Network services may only be used for lawful purposes. Transmission of any material in violation of any U.K. or international regulation is prohibited. This includes, but is not limited to: copyrighted material, threatening or obscene material, or material protected by trade secret. By using the School’s Network, you agree to indemnify and hold harmless the School from any claims resulting from your use of this service which damages you or another party. 

U. K. Copyright law prohibits the unauthorized reproduction or distribution of copyrighted materials (including electronic mail, text, images, programs or data) without the explicit permission of the copyright holder. Any responsibility for consequences of copyright infringement lies with the user; the School expressly disclaims any liability or responsibility resulting from such use.
It is unacceptable, and unlawful in many areas to send Unsolicited Bulk E-mail, also known as "SPAM". The School reserves the right to terminate any account being used to perform unacceptable or unlawful activities, as well as any account associated with unacceptable or unlawful activities.                                           

Although the School endeavours to make the Internet safe for its users, the School accepts no liability for damages as a result of access to the Internet. Each user is responsible for appropriate safety measures when interacting with the Internet including, but not limited to, scanning all downloaded files for viruses, guarding passwords, and protecting minors from inappropriate communication. 

The School will make every effort to maintain the confidentiality of each user, although all network data is monitored by the Network staff. However, because of technological limitations, the School cannot guarantee such confidentiality. Additionally, The School will cooperate with any law enforcement agency that has obtained proper legal authority to view users’ accounts.

The School’s Network will take any steps it deems necessary to stop any process or activity which compromises the function of the Network or any of its components. These processes or activities may include intended or unintended acts of our users, and stopping these processes or activities may include disabling the account of the user whose processes or activities are compromising the function of the  Network. 

Privacy Policy
The School will never knowingly and intentionally disclose personal data to a third party unless authorised. The School’s Network meets or exceeds the statutory requirements for the transfer and storage of personal data. The School’s Network meets or exceeds the industry standard for the transfer and storage of personal data. The School follows the regulations as stipulated in U. K. Data Protection legislation.

Any member of staff found to be in serious breach of this policy can expect disciplinary proceedings to be instigated.

Please sign and return the whole page. Do not cut. A copy of this agreement is available online, or via the shortcut on staff Desktops.

Signature

Name (Block Capitals)

Date

Mullion School Computer Network Fair Use Policy for Pupils

Everything that any member of staff or pupil does on the Network is monitored by our SECURUS program.  We believe that this is part of our responsibility under the ‘Every Child Matters’ agenda, to keep everyone safe.

The School will also undertake through its PSHE programme to educate pupils about the threats and dangers that exist on the Internet, and the effects of cyber-bullying.

Pupils will use the School’s Network facilities responsibly to further their education. These are a school facility and should only be used for school work.  They agree to follow these rules and use their common sense.

The School will monitor pupils’ use of the Network and take reasonable precautions to prevent access to unsuitable material, and/or pupil misuse of the system in general. The School will encourage pupils to use the Network to further their studies.
PUPILS:

Should be aware of Network security at all times, ensuring that they use a PASSWORD that is not easy to ‘CRACK’ which THEY MUST KEEP SECRET!

Will NOT use the School’s Network to gain unauthorized access to computers, networks or network resources, or other user accounts.

Will NOT use the School’s Network to disrupt or interfere with computers or networks accessible to the Internet. This includes the propagation of viruses or any other act intended to disrupt the service of this or other networks. 
Will NOT damage or attempt to damage computer equipment or software.

Will NOT use personal software on School computers; attempt to install software; alter, delete or add to computer system files/setting/configurations in any way; store files on School hard-drives other than the user’s allocated home drive, or move computer equipment.

Will NOT send Unsolicited Bulk E-mail, also known as "SPAM". The School reserves the right to terminate any account being used to perform unacceptable or unlawful activities, as well as any account associated with unacceptable or unlawful activities.                                          

Will NOT use unsuitable language when sending e-mails and when saving documents in their area.  If found to be using unsuitable language then at the discretion of the Network Manager a ban from the Network will be applied.

Will NOT use the computers to access on-line GAMES. Educational games that are on our Network can be played at lunchtimes.

Will only use the School’s Network for lawful purposes.

(Transmission of any material in violation of any U.K. or international regulation is prohibited. This includes, but is not limited to: copyrighted material, threatening or obscene material, or material protected by trade secret. By using the School’s Network, you agree to indemnify and hold harmless the School from any claims resulting from your use of this service which damages you or another party. 

U. K. Copyright law prohibits the unauthorized reproduction or distribution of copyrighted materials (including electronic mail, text, images, programs or data) without the explicit permission of the copyright holder. Any responsibility for consequences of copyright infringement lies with the user; the School expressly disclaims any liability or responsibility resulting from such use.)

THE SCHOOL:

Will endeavour to make the Internet and Network safe for its users, the School accepts no liability for damages as a result of access to the Internet/Network. Each user is responsible for appropriate safety measures when interacting with the Internet/Network including, but not limited to, scanning all downloaded files for viruses, guarding passwords, and protecting minors from inappropriate communication. 

Will make every effort to maintain the confidentiality of each user, although all Network data is monitored by the Network staff. However, because of technological limitations, the School cannot guarantee such confidentiality. Additionally, The School will cooperate with any law enforcement agency that has obtained proper legal authority to view users’ accounts.

Will take any steps it deems necessary to stop any process or activity which compromises the function of the Network or any of its components. These processes or activities may include intended or unintended acts of our users, and stopping these processes or activities may include disabling the account of the user whose processes or activities are compromising the function of the  Network. 

Privacy Policy
The School will never knowingly and intentionally disclose personal data to a third party unless authorised. The School’s Network meets or exceeds the statutory requirements for the transfer and storage of personal data. The School’s Network meets or exceeds the industry standard for the transfer and storage of personal data.

Any pupil who breaks these rules can expect to be disciplined. The School will use the normal full range of sanctions, including exclusion, and may restrict or withdraw entirely a pupil’s access to the Network. As parents have signed this agreement, the School will contact parents should any of these rules be broken.

Pupils, parents and teachers agree that the School’s Network should be used responsibly and purposefully to further pupils’ personal education.

Please sign and return the whole page. Do not cut. A copy of this agreement is available online.

Pupil’s name & tutor group.

Pupil’s signature

Parent/guardian’s signature

Date
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